
Taking Application Delivery to New Heights

Top 10 Considerations 

for Scaling a WAN 

Acceleration Solution

Security and compliance concerns are creating 

increased pressure to remove data out of 

branch of� ces and to implement robust 

business continuity plans.  At the same time, new 

WAN acceleration technologies have emerged 

that deliver order of magnitude performance 

improvements across a wide breadth of 

applications.  These two factors are creating 

a �perfect storm� in the IT industry, which is 

elevating WAN acceleration from a tactical � x 

to a strategic enabler of key business initiatives.  

As WAN acceleration becomes more critical 

to business operations, the average size and 

scope of deployment is steadily increasing.  

This creates a variety of questions pertaining 

to product scalability.  What happens when 

new applications are deployed?  How easy 

and cost effective is it to add new of� ces?  

How is performance affected by network 

load?  Do higher capacity WAN links behave 

the same as lower capacity links?  

There are numerous factors that affect the 

scalability of a WAN acceleration solution, 

from hardware architecture to ease of use.  

This paper identi� es the top 10, and provides 

guidelines for overcoming scalability challenges 

in real-world enterprise environments.

1.   WAN Throughput.  

Approximately one third of all enterprises 

have data centers with 45 Mbps or higher 

WAN connections, � fteen percent of which 

are over 100 Mbps.  Large WAN links are 

required to connect many remote of� ces 

to centralized resources (i.e. to support a 

large �hub and spoke� architecture), and 

to support data center-to-data center 

applications like replication, backup, and 

disaster recovery.   

To accommodate large of� ces, WAN 

acceleration appliances require adequate 

WAN throughput capabilities.  A scalable 

solution can achieve several hundred Mbps 

of throughput in a single appliance.  This 

is much more cost effective and easier to 

manage than solutions that require multiple 

appliances to be clustered within a data 

center to deliver adequate WAN capacity.  

In addition, clustering often leads to reduced 

performance in large networks.  When only 

one appliance is deployed, it is guaranteed 

that successive requests for data will always 

go through that device, which makes it 

easy to detect and eliminate duplicate data 

across the WAN.  When multiple appliances 

are deployed, successive requests for data 
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2.  Flow limits 

WAN acceleration appliances may never 

reach their stated WAN capacity if the 

maximum number of TCP sessions supported 

is reached well before the WAN pipe 

is � lled.

For example, a mid sized enterprise with 45 

of� ces and 50 users in each of� ce would 

generate approximately 22,500 TCP � ows 

(assuming the average user has 10 TCP � ows 

open at any given time.)  If all of these of� ces 

are connected to a main data center via a 

45 Mbps link, one might assume that a single 

WAN acceleration appliance with 45 Mbps 

of WAN capacity could be deployed at the 

head-end to support this entire network.  

However, this is not always the case.  If the 

appliance has a low TCP � ow limit, then WAN 

capacity is irrelevant when it comes to sizing 

this network.  For example, if only 4,500 TCP 

sessions are supported simultaneously per 

appliance, then 5 appliances would actually 

be required in this data center instead of the 

1 previously assumed.  That is a signi� cant 

difference in terms of cost, management, 

and support � which becomes even more 

signi� cant as the network grows 

even larger.

are sometimes handled by different devices, 

limiting the effectiveness of data reduction 

and compression technologies.   

WAN throughput can vary with acceleration 

techniques. For example, when only latency 

mitigation is employed, such as TCP window 

sizing and selective acknowledgement, it is 

fairly easy to exceed 600 Mbps of throughput 

in a single appliance.  It is more challenging, 

however, to achieve high throughput when 

more advanced techniques are employed, 

such as data reduction. Enterprises  should be 

aware of this distinction, making their vendors 

highlight the maximum throughput that 

can be achieved (with a subset of features) 

separately from the throughput 

that is expected when all features 

are enabled.  

It is often useful to perform a �sanity check� 

on vendor�s throughput claims by dividing 

WAN capacity by LAN capacity.  If, for 

example, an appliance supports only 1 GB of 

LAN traf� c and the vendor is claiming 600 

Mbps of WAN throughput, then that product 

is delivering less than 2x improvement 

when fully loaded.  That is � ne when latency 

mitigation is all that is required, as discussed 

above.  But, that ratio is not enough to 

support the massive performance gains that 

are achieved when doing data reduction 

across the WAN, which can easily average in 

the 10-20x range.  
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It is important to determine the TCP � ow 

limits of a WAN acceleration solution prior 

to sizing a deployment.  In addition, one 

must determine what scenarios may affect 

this number.  For example, do � ow limits 

actually decrease when speci� c features are 

enabled, such as disconnected � le services?  In 

addition, what happens when TCP � ow limits 

are exceeded - is WAN traf� c blocked or 

sent un-accelerated across the WAN?  This 

last question is particularly important when 

dealing with applications that have long-lived 

connections, such as CIFS and email.  If a 

user logs on during a busy period and their 

connection is sent across the 

WAN un-accelerated, will the session 

remain un-accelerated for the lifetime of the 

connection � even if  TCP � ow counts drop 

to acceptable levels?  

Not surprisingly, a product may demo great 

in a lab trial where � ows are kept to a 

minimum, but fall over when deployed in a 

large network.  To ensure that there are no 

surprises during full-scale deployment, one 

must take measures to test TCP � ow limits 

from the onset of a WAN 

acceleration project.  



3.  Performance under load

Performance can vary based upon the 

number of users and/or applications deployed 

in a network.  If a WAN acceleration 

appliance does not have enough memory or 

disk space to support large environments, 

performance will start to degrade as the 

network grows.  This often starts to occur 

well before stated throughput and � ow limits 

are reached, and worsens as the network 

continues to increase in size. 

 The right hardware platform can help to 

ensure better performance under load.  A 64 

bit architecture, for example, will have more 

memory and disk space than older platforms, 

making it better suited for large environment. 

By using multi processor, multi-core processors, 

appliances can achieve higher performance with 

increased memory addressability.  In addition, 

while native 64-bit architectures enable physical 

and virtual memory to be directly addressed, 

32 bit architectures can only address 4 GB of 

physical memory directly.  This requires more 

complex memory de-referencing, which is 

substantially slower under heavy load. 

4.  Hardware acceleration for  

 encryption

The last thing that enterprises want to do is 

sacri� ce security for the sake of application 

performance when they replace branch of� ce 

servers with new WAN acceleration 

3Copyright © 2005 Silver Peak Systems, Inc.  All rights reserved. 441 Logue Avenue    Mountain View, CA 94043    650.331.3581    www.silver-peak.com

appliances.  To overcome this issue, many 

vendors will employ encryption on their 

WAN acceleration devices.  Encryption of 

local drives can protect data at rest, while 

technologies like IPsec can use encryption 

to protect data sent across the WAN.   To 

perform data reduction and compression 

techniques on SSL traf� c, the WAN appliance 

must securely become part of the trusted 

security domain, decrypt the SSL streams, 

optimize the traf� c, then re-encrypt the 

traf� c.   This requires fast authentication, 

and high speed encryption and decryption.   

Often these techniques are used together.  

For instance it is very dangerous to store 

decrypted SSL content in-the-clear on a disk.  

So encrypting data at rest is a co-requisite for 

secure SSL optimization.

Encryption is very computationally intensive, 

which can have an adverse impact on the 

performance and scalability of a WAN 

acceleration appliance.    Even if the WAN 

link is only a few Mbps (and within reach of 

software encryption), peak LAN bandwidth 

can be greater than 100 Mbps.  In addition, 

WAN acceleration appliances often require 

several hundred Mbps of bandwidth to 

perform disk read and writes.  As all of this 

traf� c needs to be encrypted and decrypted, 

dedicated, multi-Gbps security hardware co-

processors are required to of� oad 

encryption functionality.  

This is the only way to ensure maximum 

throughput when encrypting network traf� c, 

enabling a WAN acceleration solution to 

grow in a secure and reliable fashion.  Even 

small branch of� ce appliances can bene� t 

from hardware acceleration for encryption 

to handle SSL acceleration and encryption of 

local data stores.  

It is generally good practice to see how 

performance changes when all encryption 

services are enabled.  This is the only way 

to ensure that there is adequate processing 

capacity with a WAN acceleration solution to 

perform security with sacri� cing scalability 

and performance.

5.  Breadth of Application Supported

The business case for WAN acceleration 

is often predicated on the number of 

applications being accelerated.  When more 

applications are supported by a WAN 

acceleration solution, enterprises experience 

larger productivity gains.  This makes it 

easier to justify investments in new WAN 

acceleration hardware and software.

The most scalable WAN acceleration 

solutions are designed to support new 

applications and future revisions of existing 

applications with minimal con� guration.  



To achieve this, the following is required:

� Transparency.  When modi� cations are 

required to clients, servers, routers, or the 

application itself, it becomes increasingly 

harder to support future revisions or new 

types of traf� c.  The most scalable WAN 

acceleration solutions are completely 

transparent to existing infrastructure.

� Multiprotocol support.  A WAN 

acceleration solution that supports only 

TCP-based applications will have less 

applicability across the enterprise than a 

solution that supports both TCP and UDP.  

The latter, for example, can be used to 

improve the performance of VoIP, video, 

disaster recovery, and other applications.  

� Low latency.  If a WAN acceleration 

solution imposes high latency on WAN 

traf� c, it cannot be used for time sensitive 

traf� c.  This limits its focus to bulk 

applications, such as � le transfers and email.  

While initial deployments sometimes focus 

on a few key applications, such as � le and 

email, most enterprises ultimately want to 

scale their WAN acceleration investments 

to support all business critical WAN traf� c, 

including Voice over IP (VoIP), video, ERP, 

CRM, and custom applications.  To satisfy this 

scalability requirement, application breadth is 

an important consideration when evaluating 

WAN acceleration solutions. 

6.  Quality of Service (QoS)

QoS is a key feature for scalability as it 

enables more applications to co-exist with 

one another on a single network.  In addition, 

it ensures that bandwidth is adequately 

distributed as more applications are vying 

for a shared limited resource.  

Policing and traf� c shaping are an 

indispensable part of any complete 

WAN acceleration solution. Even with 

drastic reductions in aggregate bandwidth 

consumption, there are still bursts of 

uncompressible data, so it is critical to 

guarantee bandwidth for enterprise critical 

applications. In a well-designed network, QoS 

will be managed at every potential bottleneck 

point. It is particularly important to implement 

QoS in the WAN acceleration appliance as it 

is the only element that has both a pre- and 

post-optimization view of the traf� c.

7.  RAM vs. Disk based Data Reduction

The amount of storage that is used for data 

reduction techniques will impact the overall 

performance in larger networks.  That is 

because the ef� ciency of a compression 

or data reduction technique is dependent 

on the likelihood that data streams that 

have traversed the network in the past can 

be recognized on subsequent passed and 

eliminated across the WAN.  

The most effective data reduction solutions 

leverage hard drives on appliances to store 

several weeks or months� worth of traf� c 

patterns, a concept called �disk based data 

reduction�. This ef� ciently eliminates the 

transfer of duplicate data by leveraging 

information collected over extended periods 

of time.  In contrast, some products perform 

data reduction in RAM (as opposed to 

using disk drives.). While the two solutions 

may provide similar benchmark results for 

short data runs, (e.g., in simple lab tests), 

signi� cant differences will be seen over time 

and under increased load.  Better �long term� 

memory and higher storage capacity will 

perform better in real world environments 

as resources � ll up and more information is 

learned about the particular 

network environment.  

A fully utilized 155 Mbps WAN link, for 

example, will send 60 Gigabytes (GB) of 

data per hour in a single direction (120 GB 

per hour if operating in full duplex.)  At 12% 

utilization, that same link will send nearly 

a Terabyte (TB) of traf� c over a 24 hour 

period.  A WAN acceleration appliance that 

has a large, rapidly referenceable effective 

data store of multiple TBs will be extremely 

ef� cient in this type of environment.  



In contrast, an appliance that operates only 

out of physical RAM will be limited to 4GB 

or 8 GB of active data store, resulting in less 

than 10 minutes of traf� c retention.  While 

the differences may not be noticeable when 

transferring small � le sets (e.g., a few GBs), 

they are apparent when large volumes of 

information are sent over extended periods 

of time, as is the case with data center 

replication and disaster recovery.  

8.  Effective storage capacity vs. 

 stated  capacity

When performing disk based data reduction, 

vendors use different methods to store 

information.  Some techniques are more 

ef� cient than others, resulting in better usage 

of available storage space, which leads to 

improved scalability.

A scalable WAN acceleration appliance will 

store a single local instance of information 

that is independent of all peer appliances.  

The alternative � storing a separate instance 

for each individual WAN link (i.e. peer 

appliance) � consumes signi� cantly more 

disk space, particularly when many of� ces 

are involved.  In addition, detecting and 

storing repetitive patterns in a bidirectional 

fashion can dramatically improve scalability 

by eliminating the need to store a separate 

instance of information for each direction of 

a WAN link.  For example, if a 10 MB � le is 

sent back and forth between 100 of� ces, a 

head-end appliance that works bi-directionally 

and stores a single instance of information 

would use up approximately 10 MB of local 

data store.  If the same appliance stored a 

separate instance for each direction of each 

WAN link, it would require 2 GB of local hard 

drive capacity to support this scenario.  The 

� rst solution is getting 200x better effective 

storage capacity than the second solution!

 

9. Management

Remote provisioning, management, and 

monitoring are important to scaling WAN 

operations.  This is particularly true in large 

networks, especially where servers are 

removed from remote of� ces and there is 

limited IT staff onsite to handle day-to-day 

tasks.  Features such as zero-touch provisioning, 

which allow a device to be sent to a remote 

of� ce and then automatically provisioned 

from a central location, are critical for growing 

a large deployment.  The ability to centrally 

generate network traf� c reports and export 

them to commonly used formats, such as 

Cisco Net� ow, are also important for scalability.  

Other capabilities that can help ease the 

burden of managing a large WAN acceleration 

deployment include centralized alarm 

aggregation, scheduled tasks, auditing, trending 

reports, and centralized software updates.

10.  High availability and clustering

As WAN acceleration deployments become 

larger, they often become more strategic to the 

enterprise.  As a result, availability often goes 

hand in hand with scalability.  This is especially 

true when WAN acceleration is used for data 

center-to-data center applications, such as 

disaster recovery, where downtime can mean a 

signi� cant loss of revenue.  

To address the need for high availability, most 

vendors will support a wide range of network 

con� gurations.  These often use common 

techniques to ensure redundancy, such as 

Virtual Router Redundancy Protocol (VRRP)  

and Web Cache Coordination Protocol 

(WCCP).  These same protocols can also be 

used to cluster multiple appliances together 

for better scalability.  This enables traf� c to be 

balanced across multiple devices for better 

performance under heavy load.

Resiliency can also be built into the WAN 

acceleration appliance itself.  Common features 

include redundant load-sharing power supplies, 

fail-to-wire network interfaces, ECC memory 

and hot-plug RAID drive con� gurations.
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